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General Information

Summary
This documents provides summary, configuration reference and examples on router user management.

Specifications

Packages required: system
License required: level1

Home menu level: /user
Hardware usage: Not significant
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Description

MikroTik RouterOS router user facility manage the users connecting the router from the local console, via
serial terminal, telnet, SSH or Winbox. The users are authenticated using either local database or designated
RADIUS server.

Each user is assigned to a user group, which denotes the rights of this user. A group policy is a combination
of individual policy items.

In case the user authentication is performed using RADIUS, the RADIUS client should be previously
configured under the /radius submenu.

Router User Groups
Home menu level: /user group

Description

The router user groups provide a convenient way to assign different permissions and access rights to
different user classes.

Property Description

name (name) - the name of the user group

policy (multiple choice: local | telnet | ssh | ftp | reboot | read | write | policy | test | winbox |
password | web | sniff) - group policy item set

* local - policy that grants rightsto log in locally vialocal console

* telnet - policy that grants rights to log in remotely viatelnet

* ssh - policy that grants rights to log in remotely via secure shell protocol

« ftp - policy that grants remote rights to log in remotely via FTP and to transfer files from and to
the router. Keep in mind that the user allowed to transfer files, may also upload a new
RouterOS version that will be applied upon the next reboot

* reboot - policy that allows rebooting the router

* read - policy that grants read access to the router's configuration. All console commands that
do not alter router's configuration are allowed

» write- policy that grants write access to the router's configuration, except for user management.
This policy does not allow to read the configuration, so make sure to enable read policy as well

* policy - policy that grants user management rights. Should be used together with write policy

* test - policy that grants rights to run ping, traceroute, bandwidth-test and wireless scan, sniffer
and snooper commands

» winbox - policy that grants rights to connect to the router remotely using WinBox interface
* password - policy that grants user option to change own password

» web - policy that grants rightsto log in remotely via WebBox

« sniff - policy that grants access to the packet sniffer facility
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Notes

There are three system groups which cannot be deleted:

[adm n@b13] > /user group print
0 name="read" policy=local,telnet,ssh,reboot,read,test,w nbox, password, web,
sniff,!'ftp,!wite,!policy

1 name="write" policy=local,telnnet,ssh,reboot,read, wite,test,w nbox, password,
web, sniff,!ftp,!policy

2 name="full" policy=local,telnet,ssh,ftp,reboot,read, wite, policy,test,w nbox,
passwor d, web, sni f f
[adm n@b13] >

Exclamation sign 'I' just before policy item name means NOT.
Example

To add reboot group that is allowed to reboot the router locally or using telnet, as well as read the router's
configuration, enter the following command:

[adm n@ b13] user group> add nane=reboot policy=tel net, reboot, read, | ocal

[adm n@ b13] user group> print

0 name="read" policy=local,telnet,ssh,reboot,read,test,w nbox, password, web,
sniff,!ftp,!wite,!policy

1 name="write" policy=local,telnet,ssh,reboot,read, wite,test,w nbox, password,
web, sniff,!ftp,!policy

2 name="full" policy=local,telnnet,ssh,ftp,reboot,read, wite, policy,test,w nbox,
passwor d, web, sni f f
3 name="reboot" policy=local,tel net,reboot,read,!ssh,!ftp,!wite,!policy,!test,
I'wi nbox, ! password, ! web, ! sni f f
[adm n@ b13] user group>

Router Users
Home menu level: /user

Description

Router user database stores the information such as username, password, allowed access addresses and
group about router management personnel.

Property Description

address (IP addressnetmask; default: 0.0.0.0/0) - host or network address from which the user is
alowedtologin

group (name) - name of the group the user belongs to

name (name) - user name. Although it must start with an aphanumeric character, it may contain
II*II, n n nmun ar]d II@II wmbols

password (text; default: "") - user password. If not specified, it is left blank (hit [Enter] when
logging in). It conforms to standard Unix characteristics of passwords and may contain letters,
digits, "*" and"_" symbols

Page 30f 6
Copyright 1999-2007, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.
Other trademarks and registred trademarks mentioned herein are properties of their respective owners.



Notes
There is one predefined user with full access rights:

[adm n@M kroTi k] user> print
Fl ags: X - disabl ed
#  NAME GROUP ADDRESS

0 ;;; system default user
adm n full 0.0.0.0/0
[adm n@M kr oTi k] user>
There always should be at least one user with full access rights. If the user with full access rights is the only
one, it cannot be removed.

Example
To add user joe with password jlo2e3 belonging to write group, enter the following command:

[adm n@M kroTi k] user> add nanme=j oe password=j 102e3 group=wite
[adm n@M kroTi k] user> print
Fl ags: X - disabl ed
0 ;;; system default user
name="adm n" group=full address=0.0.0.0/0

1 name="j oe" group=wite address=0.0.0.0/0

[adm n@M kroTi k] user>

Monitoring Active Router Users
Command name: /user active print

Description
This command shows the currently active users along with respective statisics information.

Property Description

address (read-only: 1P address) - host | P address from which the user is accessing the router
* 0.0.0.0 - the user islogged in locally from the console
name (read-only: name) - user name
radius (read-only: flag) - the user has been authenticated through a RADIUS server
via (read-only: console | telnet | ssh | winbox) - user's access method
* console - user islogged in locally
* telnet - user islogged in remotely viatelnet
* ssh - user islogged in remotely via secure shell protocol
* winbox - user islogged in remotely via WinBox tool

when (read-only: date) - log in date and time
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Example

To print currently active users, enter the following command:

[adm n@b13] user> active print
Flags: R - radius

# VHEN NANMVE ADDRESS
VI A

0 f eb/ 27/ 2004 00: 41: 41 admi n 1.1.1.200
ssh

1 feb/ 27/ 2004 01: 22: 34 adnin 1.1.1.200
W nbox

[adm n@b13] user>

Router User Remote AAA
Home menu level: /user aaa

Description
Router user remote AAA enables router user authentication and accounting via RADIUS server.

Property Description

accounting (yes | no; default: yes) - whether to use RADIUS accounting

default-group (name; default: read) - user group used for the users authenticated via a RADIUS
server by default (if the server did not specify a different user group)

interim-update (time; default: 0s) - RADIUS Interim-Update interval

use-radius (yes | no; default: no) - specifies whether a user database on a RADIUS server should
be consulted

Notes
The RADIUS user database is consulted only if the required username is not found in the local user database
Example

To enable RADIUS AAA, enter the following command:

[adm n@M kroTi k] user aaa> set use-radi us=yes
[adm n@M kroTi k] user aaa> print
use-radi us: yes
accounting: yes
i nteri mupdate: Os
def aul t - group: read
[adm n@M kroTi k] user aaa>

SSH keys

Home menu level: /user ssh-keys

Description
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Remote users may be allowed to log in without using password authentication and even ever entering their
password, but by using pregenerated DSA openssh SSH keys instead. Note that if you use puttygen, convert
generated keys to right type.

Property Description

key-owner (read-only: text) - emote user, as specified in the key file
user (name) - the user that is allowed to log in using this key (must exist in the user list)

Command Description

import - import the uploaded DSA key
e user - the user the imported key islinked to

« file - filename of the DSA key to import
Example
Generating key on a linux machine:

sh- 3. 00% ssh-keygen -t dsa -f ./id_dsa

Generating public/private dsa key pair.

Ent er passphrase (enpty for no passphrase):

Ent er same passphrase agai n:

Your identification has been saved in ./id_dsa.

Your public key has been saved in ./id_dsa. pub.

The key fingerprint is:

91: d7: 08: be: b6: al: 67: 5e: 81: 02: cb: 4d: 47: d6: a0: 3b adni n-ssh@ est

Importing the generated (ang uploaded) key:

[adm n@M kroTi k] user ssh-keys> print
# USER KEY- OANER
[adm n@M kroTi k] user ssh-keys> inport file=id_dsa.pub user=adm n-ssh
[adm n@M kroTi k] user ssh-keys> print
# USER KEY- ONNER
0 adm n-ssh adm n-ssh@ est
[adm n@M kr oTi k] user ssh-keys>
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