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General Information

Summary

Quick Setup Guide

• 192.168.0.0/24
Public

[admin@MikroTik] ip firewall src-nat> add src-address=192.168.0.0/24
\... out-interface=Public action=masquerade

• 192.168.0.0/24
192.168.0.2 10.5.8.104

[admin@MikroTik] ip firewall dst-nat> add dst-address=10.5.8.104/32 dst-port=80 \
\... to-dst-address=192.168.0.2 protocol=tcp action=nat

Specifications
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Packages required: system
License required: level1
Home menu level: /ip firefall src-nat, /ip firewall dst-nat
Standards and Technologies: IP
Hardware usage: Increases with rules and connections count

Related Documents

•

•

•

•

Description

NAT subdivision

•

•

Redirect and Masquerade

to-src-address
to-dst-address

to-src-address
src-nat action=masquerade to-dst-address dst-nat

action=redirect to-dst-port

action=nat action=redirect
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Notes

Connection Tracking /ip firewall connection tracking

Source NAT

Description

Property Description

dst-address (IP address; default: 0.0.0.0/0:0-65535) - destination IP address

src-address (IP address; default: 0.0.0.0/0:0-65535) - source IP address

flow - flow mark to match. Only packets marked in the mangle facility would be matched

limit-time (time; default: 0) - time interval, used in limit-count

protocol (ah | all | ddp | egp | encap | esp | ggp | gre | hmp | icmp | idpr-cmtp | igmp | ipencap | ipip |
iso-tp4 | ospf | pup | rdp | rspf | st | tcp | udp | vmtp | xns-idp | xtp; default: any) - protocol setting

• all - cannot be used, if you want to match packets by ports

icmp-options - ICMP options

content (text; default: "") - the text packets should contain in order to match the rule

comment (text; default: "") - a descriptive comment for the rule

connection (text; default: "") - connection mark to match. Only packets marked in the mangle
facility would be matched

limit-burst (integer; default: 0) - allowed burst for the limit-count during the limit-time

limit-count (integer; default: 0) - specifies how many times to use the rule during the limit-time
period

src-netmask (IP address) - source netmask in decimal form x.x.x.x
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src-port (integer: 0..65535) - source port number or range
• 0 - means all ports from 0 to 65535

dst-netmask (IP address) - destination netmask in decimal form x.x.x.x

dst-port (integer: 0..65535) - destination port number or range
• 0 - means all ports from 0 to 65535

tos (any | max-reliability | max-throughput | min-cost | min-delay | normal | integer; default: any) -
specifies a match for Type-of-Service field of an IP packet (see Firewall Filters manual for detailed
description)

action (accept | masquerade | nat; default: accept) - action to undertake if a packed matched a
particular src-nat rule, one of the:

• accept - accept the packet without undertaking any action, except for mangle. No more rules
are processed in the relevant list/chain

• masquerade - use masquerading for the packet and substitute the source address:port of the
packet with the ones of the router. In this case, the to-src-address argument value is not taken
into account and it does not need to be specified, since the router's local address is used

• nat - perform Network Address Translation. The to-src-address should be specified (ignored
when action=masquerade)

out-interface (name; default: all) - interface the packet is leaving the router from.
• all - may include the local loopback interface for packets with destination to the router

to-src-address (IP address; default: 0.0.0.0) - source address to replace original source address
with

to-src-port (integer: 0..65535) - source port to replace original source port with

Notes

to-src-address

preferred-address

Example

action=masquerade src-nat

[admin@test_1] ip firewall src-nat> add src-address=192.168.0.0/24 \
\... out-interface=wlan1 action=masquerade
[admin@test_1] ip firewall src-nat> print
Flags: X - disabled, I - invalid, D - dynamic
0 src-address=192.168.0.0/24:0-65535 dst-address=0.0.0.0/0:0-65535

out-interface=wlan1 protocol=all icmp-options=any:any flow=""
connection="" content="" limit-count=0 limit-burst=0 limit-time=0s
action=masquerade to-src-address=0.0.0.0 to-src-port=0-65535

[admin@test_1] ip firewall src-nat>

masquerade
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to-src-ports

action=nat
action=masquerade

[admin@test_1] ip firewall src-nat> add src-address=192.168.0.1/32 out-interface
=wlan1 action=nat to-src-address=1.1.1.1
[admin@test_1] ip firewall src-nat> print
Flags: X - disabled, I - invalid, D - dynamic

0 src-address=192.168.0.1/32:0-65535 dst-address=0.0.0.0/0:0-65535
out-interface=wlan1 protocol=all icmp-options=any:any flow=""
connection="" content="" limit-count=0 limit-burst=0 limit-time=0s
action=nat to-src-address=1.1.1.1 to-src-port=0-65535

[admin@test_1] ip firewall src-nat>

• src-address - can be IP host's address, for example, 192.168.0.1/32, or network address
192.168.0.0/24

• to-src-address - can be one address, or a range, say 10.0.0.217-10.0.0.219. The addresses
should be added to the router's interface, or should be routed to it from the gateway router.

Destination NAT

Home menu level: /ip firewall dst-nat

Description

Property Description

dst-address (IP address; default: 0.0.0.0/0:0-65535) - destination IP address

src-address (IP address; default: 0.0.0.0/0:0-65535) - source IP address

flow - flow mark to match. Only packets marked in the mangle facility would be matched

limit-time (time; default: 0) - time interval, used in limit-count

protocol (ah | all | ddp | egp | encap | esp | ggp | gre | hmp | icmp | idpr-cmtp | igmp | ipencap | ipip |
iso-tp4 | ospf | pup | rdp | rspf | st | tcp | udp | vmtp | xns-idp | xtp; default: any) - protocol setting

• all - cannot be used, if you want to match packets by ports

icmp-options - ICMP options

content (text; default: "") - the text packets should contain in order to match the rule

comment (text; default: "") - a descriptive comment for the rule

connection (text; default: "") - connection mark to match. Only packets marked in the mangle
facility would be matched

limit-burst (integer; default: 0) - allowed burst for the limit-count during the limit-time

limit-count (integer; default: 0) - specifies how many times to use the rule during the limit-time
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period

src-netmask (IP address) - source netmask in decimal form x.x.x.x

src-port (integer: 0..65535) - source port number or range
• 0 - means all ports from 0 to 65535

dst-netmask (IP address) - destination netmask in decimal form x.x.x.x

dst-port (integer: 0..65535) - destination port number or range
• 0 - means all ports from 0 to 65535

tos (any | max-reliability | max-throughput | min-cost | min-delay | normal | integer; default: any) -
specifies a match for Type-of-Service field of an IP packet (see Firewall Filters manual for detailed
description)

action (accept | redirect | nat; default: accept) - action to undertake if a packed matched a particular
dst-nat rule, one of the:

• accept - accept the packet without undertaking any action, except for mangle. No more rules
are processed in the relevant list/chain

• redirect - redirects to the local address:port of the router. In this case, the to-dst-address
argument value is not taken into account and it does not need to be specified, since the router's
local address is used.

• nat - perform Network Address Translation. The to-dst-address should be specified (not
required with action=redirect)

in-interface (name; default: all) - interface the packet has entered the router through
• all - may include the local loopback interface for packets with destination to the router

to-dst-address (IP address; default: 0.0.0.0) - destination IP address to replace original with

to-dst-port (integer: 0..65535; default: 0-65535) - destination port to replace original with

src-mac-address (MAC address; default: 00:00:00:00:00:00) - host's MAC address the packet has
been received from

Example

[admin@MikroTik] ip firewall dst-nat> add action=nat protocol=tcp \
\... dst-address=10.0.0.217/32:80 to-dst-address=192.168.0.4
[admin@MikroTik] ip firewall dst-nat> print
Flags: X - disabled, I - invalid, D - dynamic
0 src-address=0.0.0.0/0:0-65535 in-interface=all

dst-address=10.0.0.217/32:80 protocol=tcp icmp-options=any:any flow=""
connection="" content="" src-mac-address=00:00:00:00:00:00
limit-count=0 limit-burst=0 limit-time=0s action=nat
to-dst-address=192.168.0.4 to-dst-port=0-65535

[admin@MikroTik] ip firewall dst-nat>
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